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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration
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• Target VM: GameOfThrones

• Download the ova file  

https://mega.nz/#!EcgHBB4b!UvbxukV_Po0BOALwqyzxqdpxSfPkIzuxiNqEEVgDy8Q

https://www.vulnhub.com/entry/game-of-thrones-ctf-1,201/

• Import  the ova file into your favorite hypervisor; 

• Attach a DHCP enabled interface to the machine and run it

• Objective

Find the flags

https://mega.nz/#!EcgHBB4b!UvbxukV_Po0BOALwqyzxqdpxSfPkIzuxiNqEEVgDy8Q
https://www.vulnhub.com/entry/game-of-thrones-ctf-1,201/


Information Security Confidential - Partner Use Only

Test Setup

5

◎Testing environment

Linux Kali (attacker) >>> GameOfThrones (target vm)
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◎From the attacker machine run the following command to find out

Target VMs IP address:

◎Scan the target machine IP (192.168.44.133)
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◎Explore Port 80 in a browser

”
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◎Explore page source; some hints and brute force is not an option

”
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◎ Use dirb tool to scan the host on port 80; found robots.txt



Information Security Confidential - Partner Use Only

Walkthrough

10

◎Checking robots.txt
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◎Accessing disallowed links => “secret-island” and take the map
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◎Accessing disallowed links => “secret-island” and take the map
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◎Accessing disallowed links => “direct-access-to-kings-landing”
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◎Accessing allowed link => “the-tree” , Got a hint which says that

we need a different UserAgent when accesing the server
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◎Accessing allowed link => “the-tree” using “Three-eyed-raven”

UserAgent, got three hints (username and three ports for port 

knocking https://en.wikipedia.org/wiki/Port_knocking) 
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◎ Accessing the “/h/i/d/d/e/n/” directory found by dirb and get the

password for oberynmartell: 

A_verySmallManCanCastAVeryLargeShad0w
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◎Use ftp to connect using the acquired username and password 

and get the first flag
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◎Use ftp to download the files
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◎Save the has from one of the downloaded files ()
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◎Use hashcat to find out the password (stark)
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◎Use the password to decrypt the second file downloaded from ftp
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◎Access http://winterfell.7kingdoms.ctf/------W1nt3rf3ll------ and

get the second flag

http://winterfell.7kingdoms.ctf/------W1nt3rf3ll------
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◎Access http://winterfell.7kingdoms.ctf/------W1nt3rf3ll------ and

get the second flag

http://winterfell.7kingdoms.ctf/------W1nt3rf3ll------
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◎ Download “stark_shield.jpg” and check it using => strings



Information Security Confidential - Partner Use Only

Walkthrough

25

◎ Found a domain name => Timef0rconqu3rs 
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◎Use dig and ask for “Timef0rconqu3rs.7kingdoms.ctf” and get

the third flag and obtained another usermame and password
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◎Login to stormlands.7kingdoms.ctf:10000
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◎Login to stormlands.7kingdoms.ctf:10000
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◎Use “search” and look for interesting things, found a FileManager

feature
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◎Get another flag from /home/aryastark/flag.txt



Information Security Confidential - Partner Use Only

References

31

• Vulnhub website

https://www.vulnhub.com

• Vulnerable VM URL

https://www.vulnhub.com/entry/game-of-thrones-ctf-1,201/

• John the Ripper

http://www.openwall.com/john/ 

https://www.vulnhub.com/entry/game-of-thrones-ctf-1,201/

