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• flightsim is a lightweight utility used to generate malicious network 

traffic and help security teams to evaluate security controls and 

network visibility

• The tool performs tests to simulate DNS tunneling, DGA traffic, 

requests to known active C2 destinations, and other suspicious 

traffic patterns
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• Kali Linux 2018.1
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• Built using Golang in any environment (e.g. Linux, MacOS, 

Windows)
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• Help menu
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• To list the available modules =>  flightsim run --help
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• Generating list of DGA domains
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• Generates DNS tunneling requests to *.sandbox.alphasoc.xyz
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• FlightSim GitHub

https://github.com/alphasoc/flightsim

https://github.com/alphasoc/flightsim

