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• SpiderFoot is an open source intelligence automation tool. Its goal 

is to automate the process of gathering intelligence about a given 

target, which may be an IP address, domain name, hostname or 

network subnet
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• The data returned from a SpiderFoot scan will reveal a lot of 

information about your target, providing insight into possible data 

leaks, vulnerabilities or other sensitive information that can be 

leveraged during a penetration test, red team exercise or for threat 

intelligence
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• Install dependencies
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• Clone the GitHub repository 
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• Run SpiderFoot
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• Run a New Scan, scan using Tor “Onion City”  search engine
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• Scan Results
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• Footprint Scan
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• Footprint Scan
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• Footprint Scan => Domains, subdomains Graph
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• Visualize Discovery Path
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• Visualize Bubble (Source Data Element)
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• Browse > URL (Accepts Passwords)
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• SpiderFoot

http://www.spiderfoot.net/index.html

• Github

https://github.com/smicallef/spiderfoot

• SpiderFoot documentation

http://www.spiderfoot.net/documentation/

http://www.spiderfoot.net/index.html
https://github.com/smicallef/spiderfoot

