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• CALDERA is an automated adversary emulation system that 

performs post-compromise adversarial behavior within Windows 

Enterprise networks

• Blueteam => what can you detect and how fast can you handle it
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• CALDERA only supports Windows Enterprise networks that are 

configured as a Windows Domain

• At a minimum this will contain a Domain Controller running 

Windows Server 2008 R2 through 2016 and two Windows 

Enterprise computers joined to that domain

• Because the techniques and tactics currently built into CALDERA 

are unique to Windows domains

• The CALDERA server can be installed on either Linux or Windows



Information Security Confidential - Partner Use Only

Testing Setup

6

------------------ CALDERA_Agent1

| Domain       |

| Member      |

| Windows 10| +++++++                                  -----------------------

------------------- |        Domain        |

IP:192.168.10.109                   +++++++++++++ |      Controller      |

---------------- | Server 2008 R2 |

| CALDERA |  +++++++                                 ------------------------

| Server       |                                                   IP:192.168.10.108

| Windows10|                                                   ----------------------

---------------- +++++++++++++  |   Windows 10   |

IP: 192.168.10.101                                                |   Domain        | CALDERA_Agent2

|   Member         |

------------------
IP: 192.168.10.111
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• CALDERA Server Installation on Windows 10

• Download the zip from github and unzip it 
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• CALDERA Server Installation on Windows 10

• Download the zip from github and unzip it 
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• CALDERA Server Installation on Windows 10

• Install Python 3.5.4 or later
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• CALDERA Server Installation on Windows 10

• Upgrade to setuptools 24.0 or later
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• CALDERA Server Installation on Windows 10

• Install Visual C++ 2015 Build Tools
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• CALDERA Server Installation on Windows 10

• Install Visual C++ 2015 Build Tools
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• CALDERA Server Installation on Windows 10

• Install Python libraries
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• CALDERA Server Installation on Windows 10

• Install MongoDB
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• CALDERA Server Installation on Windows 10

• Install MongoDB
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• CALDERA Server Installation on Windows 10

• Install OpenSSL 

(https://slproweb.com/products/Win32OpenSSL.html)
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• CALDERA Server Installation on Windows 10

• Add OpenSSL to PATH => C:¥WINDOWS¥system32>setx path 

"%path%;C:¥OpenSSL-Win32¥bin"



Information Security Confidential - Partner Use Only

Installing CALDERA

18

• CALDERA Server Installation on Windows 10

• Start MongoDB => If getting the following error (NonExistentPath: 

Data directory C:¥data¥db¥ not found., terminating manually) 

create the folder
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• CALDERA Server Installation on Windows 10

• Start MongoDB => If getting the following error (NonExistentPath: 

Data directory C:¥data¥db¥ not found., terminating manually) 

create the folder
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• CALDERA Server Installation on Windows 10

• Start MongoDB 
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• CALDERA Server Installation on Windows 10

• Install CraterMain.exe => It should be placed in: 

(C:¥Users¥User3¥Downloads¥caldera-master¥caldera-

master¥dep¥crater¥crater¥CraterMain.exe) on the computer that 

the CALDERA server is installed on
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• Start the CALDERA server 
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• Login to the Caldera server => username: admin

• password: caldera
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• Login to the Caldera server => username: admin

• password: caldera
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• CALDERA Agent Installation

• The CALDERA Agent or cagent, is installed on every computer 

participating in the Adversary Emulation

• It should be accessible over the network to the CALDERA server

• Install the Visual C++ Redistributable for Visual Studio 2015 
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• CALDERA Agent Installation

• Download the latest release of 

cagent(https://github.com/mitre/caldera-agent/releases)

• Place cagent.exe in the desired installation location (the 

recommended location is C:¥Program Files¥cagent¥cagent.exe)

https://github.com/mitre/caldera-agent/releases
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• CALDERA Agent Installation

• In the same directory, place the conf.yml file which can be 

downloaded from the CALDERA server by navigating to 

https://192.168.10.101:8888/conf.yml
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• CALDERA Agent Installation

• In an Administrator command prompt install cagent with 

“cagent.exe --startup auto install”
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• CALDERA Agent 

• In an Administrator command prompt start cagent with “cagent.exe 

start”
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• CALDERA Agent 

• Agents that are connected to the CALDERA server are visible by 

checking the Debug>Connected Agents tab
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• CALDERA Agent Installation

• Send remote commands to the remote host (Agent)
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• CALDERA documentation

https://caldera.readthedocs.io/en/latest/

• MongoDB

https://www.mongodb.com/download-center#community

• OpenSSL

https://slproweb.com/products/Win32OpenSSL.html

• Caldera Crater

https://github.com/mitre/caldera-crater/releases

• Caldera Agent

https://github.com/mitre/caldera-agent/releases

https://caldera.readthedocs.io/en/latest/

