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• A lateral pass is used when you can not move forward, you are on 

the compromised network but without privileges or account 

credentials

• It is important to identify where sensitive data is being stored and 

gain access to those environments
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• You breached the network but not having any credentials yet 

(popped a box that was not connected to the domain)

• Identify the network (tcpdump,nmap,Intercepter-NG), find the 

domain controllers and attack
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• Intercepter-NG example: identifying the DC
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• ------------------

| Attacker       |

| Machine      |

| Windows 10| +++++++                                  -----------------------

------------------- |        Domain        |

IP:192.168.10.109                   +++++++++++++ |      Controller      |

---------------- | Server 2008 R2 |

| Attacker   |  ++++++++                                 ------------------------

| Machine   |                                                   IP:192.168.10.108

| Kali Linux |                                                   ----------------------

---------------- +++++++++++++  |  Windows 10   |

IP: 192.168.10.12                                                 |  connected      |

|  to the domain |

------------------
IP: 192.168.10.111
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A variety of attacks to comprise the systems
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• Responder.py: a tool that listens and responds to LLMNR and 

NBT-BNS 
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A variety of attacks to comprise the systems
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• Starting Responder.py



Information Security Confidential - Partner Use Only

A variety of attacks to comprise the systems
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• Poisoning LLMNR and capturing NTLMv2 hash
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• The hash to be cracked
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A variety of attacks to comprise the systems
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• Trying to crack the hash (John); Here the password is complex 

hence we need another way (SMB replay attacks); to be continued 

in part 2
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• Responder.py

https://github.com/SpiderLabs/Responder

• NTLM 

https://blog.preempt.com/the-security-risks-of-ntlm-proceed-with-caution 

https://github.com/SpiderLabs/Responder

