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About Fluxion

 Fluxion => WPA/WPAZ2 Security Hacked Without Brute Force
» Aremake of linset by vk496 (https://github.com/vk496/linset)

FLU[X]ION

THE #1.WIFI CRACKER
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How it works

» Scan the networks.

» Capture a handshake (can't be used without a valid handshake, it's
necessary to verify the password)

* Use WEB Interface *
* Launch a FakeAP instance to imitate the original access point

« Spawns a MDKa3 process, which deauthenticates all users connected to the
target network, so they can be lured to connect to the FakeAP and enter the
WPA password.
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How it works

» A fake DNS server is launched in order to capture all DNS requests and
redirect them to the host running the script

* A captive portal is launched in order to serve a page, which prompts the
user to enter their WPA password

» Each submitted password is verified by the handshake captured earlier

* The attack will automatically terminate, as soon as a correct password is
submitted
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Testing Environment

e Kali Linux 2017

root@WarBerry:~# cat /etc/*rel*
DISTRIBiID:Kali

DISTRIB RELEASE=kali-rolling
DISTRIB_CODENAME:kali—rolling
DISTRIB_DESCRIPTION:"Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ali
2 -

SION ID="2017.3
[D LIKE=debian
NSI COL 3]
HOME URL="http://www.kali.org/"

0 ali.org/"

.kali.org/"
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Installing Fluxion

* Cloning GitHub repository
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Installing Fluxion

* Installing Fluxion
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Installing Fluxion

* Installing Fluxion

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

3 (rev. 4) by ghost
Online Version [3.4]

aircrack-ng
python2 .
awk.

iwconfig...
macchanger
mdk3. ..
nmap. . .
openssl
php-cgi
pyrit..
xterm. .
rfkill.
unzip..
route..
fusery:
killall
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Using Fluxion

* Fluxion will start automatically after ./fluxion.sh script finishes

ing triggers for man-db (2.7.6.1

2)
*] aircrac
pytho

| awk

curl..

hostapd
lighttpd.
iwconfig
macchanger
nd
nmap.
openssl
php-cgi..
pyrit
xterm
rekill.

unzip.
route

select your language

stina
/ Deutsch
/ ENVIKG
/ English

/ francais
t / italiano
L / Polski
br / Portugués-BR
ro / Romana
sl / Slove
tk / Turk
zh /

luxion Is The
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Using Fluxion

» Select a wireless interface

*] Select a wireless interface

1] wlan® [+] Realtek Semiconductor Corp. RTL8812AU 802.1la/b/g/n/ac WLAN Adapter
2

fluxion@kali2el? ~] 1

*] Starting monitor interface...
*] Interface monitor mode enabled.
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Using Fluxion

» Select a channel to monitor

*] Select a channel to monitor

1] All channels
2] Specific channel(s)
3

fluxion@kali20l7 ~ l
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Using Fluxion

« Starting the scanner

*

Starting scanner, please wait...
*] Once the target AP appears, close the FLUXION Scanner to continue.

FLUXION Scanner e ® O

7-11-21 01:43

PUR Beacons #Data, #/s CH ME ENC CIPHER AUTH ESSID

b}
61 0 0 2 CCH PSK
14 ( 0 A i PSK

STATION Probe
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Using Fluxion

» Showing ESSID list

ESSID

001] aterm-2dad70-g
002] aterm-48dd31-g

fluxion@kali2el7

WIFI LIST
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QLTY

100%
100%

PWR

-42
-33

STA CH SECURITY

0
0

BSSID|

1 WPA2 WPA 98:F1:99:82:01:3F

6 WPA2

WPA

1C:B1:7F:E1:

4B:D6|

1SEC

nformation

urity inc.



Using Fluxion

» Selecting a wireless attack for the AP

*] Select a wireless attack for the access point

ESSID: aterm-2dad70-g / WPA2 WPA
Channel: 1
BSSID: 98:F1:99:82:01:3F (UNKNOWN)

Creates an "evil twin" access point.
Acquires WPA/WPA2 encryption hashes.

fluxion@kali2017]1-[~] 2J]
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Using Fluxion

« Selecting handshake method

*] Select a method of handshake retrieval

Monitor (passive)
aireplay-ng deauthentication (

5
2
3] mdk3 deauthentication (
4

fluxion@kali2el7 ~]11
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Using Fluxion

» Selecting the hash verification method

*] Select a method of verification for the hash

1] pyrit verification (recommended)
2] aircrack-ng verification (unreliable)
3

fluxion@kali2el7 o |
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Using Fluxion

« Attack in progress

attack in progress...

1) Select another attack
2

fluxion@kali2e17]-[~] []

BSSID
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Handshake Captor (CH 1) e ® 0
55
MB  ENC CIPHER AUTH ESSI
-43 95 106 0 0 1 54e, WPA2 CCH PSK  ater
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References

* Kitploit
http://www.kitploit.com/2016/10/fluxion-wpawpa2-security-hacked-without.html

* Kali Linux 2017
https://www.kali.org/downloads/

» vk496linset
https://github.com/vk496/linset
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