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• WiFi-Pumpkin is a very complete framework for auditing Wi-Fi 

security. The main feature is the ability to create a fake AP and 

make Man In The Middle attack
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• Rogue Wi-Fi Access Point

• Deauth Attack Clients AP

• Probe Request Monitor

• DHCP Starvation Attack

• Credentials Monitor

• Transparent Proxy

• Windows Update Attack

• Phishing Manager
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• ARP Poison

• DNS Spoof

• Patch Binaries via MITM

• Karma Attacks (support hostapd-mana)

• LLMNR, NBT-NS and MDNS poisoner (Responder)

• Pumpkin-Proxy (ProxyServer (mitmproxy API))

• Capture images on the fly
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• Kali Linux 2017



Information Security Confidential - Partner Use Only

Installing WiFi Pumpkin

7

• Installing WiFi Pumpkin
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• Installing WiFi Pumpkin
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• Upgrading lxml
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• Running wifi-pumpkin
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• MiTM
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• Kitploit

http://www.kitploit.com/2017/05/wifi-pumpkin-v085-framework-for-rogue.html

• Kali Linux 2017

https://www.kali.org/downloads/

http://www.kitploit.com/2017/05/wifi-pumpkin-v085-framework-for-rogue.html

