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• A rootkit establishes a remote interface on a machine that allows 

the system to be manipulated (C2) and data to be collected 

(surveillance) in a manner that is difficult to observe (concealment)
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• Ken Thompson’s rootkit

• Brain virus

• SunOS rootkit, 1990

• SonyBMG rootkit

• Greek wiretapping

• CarrierIQ rootkit on smartphone and handheld devices
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• Insertion of malicious code into kernel on the fly

• Enables overriding kernel system calls

• Enables manipulation of /dev/kmem device file, allowing intruder to 

virtually control the kernel on runtime, monitoring every read/write 

memory operations
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• Allows for CPU register hooking

• Facilitates Kernel object hooking

• Allows direct kernel object manipulation
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• Ubuntu 16.04 LTS
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• Reptile is a LKM rootkit for “evil” purposes

Features

==========

• Give root to unprivileged users

• Hide files and directories

• Hide files contents

• Hide processes

• Hide himself
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• Reptile is a LKM rootkit for “evil” purposes

Features

==========

• Boot persistence

• Heaven's door - A ICMP/UDP/TCP port-knocking backdoor

• Client to knock on heaven's door :D
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• Clone the GitHub repository
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• Installing Reptile
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• When loaded, the module hides the reptile directory
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Using Reptile
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• Hiding a process (PID 6346)
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Using Reptile
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• Hiding a process (PID 6346)
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• UnHiding a process (PID 6346)
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https://en.wikipedia.org/wiki/Rootkit
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