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About CyberChef

* CyberChef is a simple, intuitive web app for carrying out all
manner of "cyber" operations within a web browser
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Live demo

» Have fun!
https://gchqg.github.io/CyberChef/

Download CyberChef L

Operations Recipe
Search...
Favourites 3.0 Edit
To Base64 ©
From Base64 ©®
To Hex (D)
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Browser support

» Google Chrome 40+
» Mozilla Firefox 35+
* Microsoft Edge 14+
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Testing Environment

» Kali Linux 2017

: ¥ cat /etc/*rel*
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali
VERS

blan
ANSI COLOR="1;31"
HOME URL="http://www.
SUPPORT URL="http://forur
BUG REPORT URL="http://bugs.kali.org/"
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Required packages

o G|t, npm, (@1l o install -g grunt-cli

* Installing node and npm
(http://www.freednet.com/2014/06/installing-nodejs-and-npm-in-
kali-linux.html)
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Installing CyberChef

* Download GitHub and install CyberChef repository

git clone https://github.com/gchg/CyberChef.git

cd CyberChef/
npm install
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Installing CyberChef

» Compiling CyberChef => the following command It will lint, test,
compile and compress all the source files and create a production-
ready build in build/prod. It will also create the inline version of
CyberChef at the same location, called cyberchef.ntm

- #] grunt prod
eslint:configs" (eslint) task

"

Running
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Using CyberChef

* Running a python webserver and start using CyberChef

¢ 33 wBeE 93 A Y

Last buid: 13 minutes ago V Options . About / Sup

Operations " Recipe Input & Cearlio | 1 Rese

Favourites Edi

To Baseb4 o
From Base64 o
To Hex )
From Hex @
To Hexdump 0
From Hexdump 0
URL Deood ®

) Output ;S; "‘% ¥ savetofie Copyourput 8 Nove output to input .
Entropy 0
Fork @

Data format

Encryption | Encoding
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Using CyberChef

* Disassemble x86

Date / Time Recipe

Input

Extractors Disassemble x86 ® 0 90909088206ae

Compression Bit mode Compatibility ~ Full x86 architecture v
Hashing Code Segment (CS) 16 + Offset(IP) @ +
Code tidy Show Instruction hex Show instruction position 4

Other

Entropy ©

Frequency distribution

Detect File Type

Scan for Embedded Files

Disassemble x86 ®
Generate UUID ©
Generate TOTP

Output

0000000000000000 90
0000000000000001 90
0000000000000002 90
0000000000000003 8820
0000000000000005 AE
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tine: 2ns
length: 307 | [ Savetofile
lines: 6

NOP
NOP
NOP
MOV BYTE PTR [RAX],AH
SCAS AL,BYTE PTR [RDI]
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Using CyberChef

» On Apache webserver for production purposes

/var/www/html

w W

NNNNNN

root
root
root
root

—IEWXIrr—XIr—xX
WXTYr—Xr—XxX

=3¢

A
4
A
24
A
4
A

=3¢

RPRRPRRRRRP PR

AT

RB—2K

NNNNNNNN

root
root
root
root

EWXE—=XT—X

R R RRRRREN

N NNNNN

s
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Using CyberChef

* Render an image

Date / Time Recipe Input Reset layout
Extractors From Hex ffdef 00 ffe100224 2 1 fdbeod:
020101020101620202020202020. 36567060 6 7 8CBCRCHTA90e07BARC
Compression Delimiter  Space 4 6e0hacacecfFdbuad3102020263030306633060C0867080CACECACOCBCACBCACOCACBACACOCHCBCACOCACBACOCACBcBCaCRCocachcRcBcecnc
8c0cBcACOcBcacacBcacacacacactfcann110800cea83803012200021161031161Fc4601 2030405
Hashing 6 fc400b51 2010303 '49102030004110512213141061351610722711432819131082342b1c11552d17024
S e 336272820902161718191a2526272829223435363738393a4344454647484942535455565758595a636465666768696a737475767778797283848586
9820 5069798999 42567 b Sb6b7b8b9bac2c3cAcScoCTc8C 5 5 £1
Code tidy Inputformat  Raw |~ - cicheacse
f2f3fafsof7fefofaffcaonl £c40005110002010: 765040400
Other 810277000162031104052131061241510761711322328108144291a1b1¢10923335210156272d10a162434e125F11718191a262728292a3536373839
3a4344454647484942535455565758595a636465666768696a737475767778797: 58687888983 96979899 a6a7a83%a
B ® b2b3b4bSbeb7b8bbac2c3cdc5e6cTc8eIcad2d3ddd5ded7d8dIdae2e3edeSeteTe8eeaf2f3f4F5FEf7f8ffaf fda0ewco301000211031100300fe
i Tesazgic d7d7bfed3e162f be6de28f@adcc68d752c4927882b52bb88ER1a682eed7c8b253d597362ebeb915C678
Fradie o 97e007877f66dff8285eb1 foeaffo0d3d3fc79e1dd3fca7d871c3adch776e520927454959ace781fce546¢ 70dbob64ec2309691579aa7d5dedf2b7F
eque!
- : 9a1735a3ceTceadfaseBecebebafdbdareasTech3fbagrebbeaTeob851a478cod741d66eadef 356F126h3ab20b7630F FARa2525a5e43b63807¢
6 efccIcccf232b31c0216bcdfe3d7c24f0efc2497elcfcds b1e02188567262967a26b3733486026b69cc179a7 f340d8492224abF2c88d1b3
g 4722746049ce9ca3249f471000e6938b8b717ba3ccfe207c27F167¢2eb2fof Scebabb58dbfEbldaddebda732¢7260bbb379248d651b18ed e2906d
5 dbc8c119e64824d7dc5b737c75fBhe8be1 fRO6d71B63e1a6ac97df0e2dee208eee fhc4Baba721bfhfA208bcad51098c152cBca647chbESc8C
ocal 0 s 1L RAF R APAAFA JAFAL 4 FAL L AL AMAA N 4R s Fa i A AM_ RAmA_ AL 1 FLAAFSAASAARA . - mannn s Ananasanrmanr
Disassemble xB6 8 Output (¥ savetofie L) Copyoutput g Moveouputtoinput | &) Undo | Sy Max
Generate UUID o
Generate TOTP (D)
0
(0)
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References

* Kitploit
http://www.kitploit.com/2017/08/cyberchef-cyber-swiss-army-knife-web 5.html

+ Kali Linux
https://www.kali.org/downloads/

* Npm
http://www.free4net.com/2014/06/installing-nodejs-and-npm-in-kali-linux.html
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