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• angr is a python framework for analyzing binaries. It combines both 

static and dynamic symbolic analysis, making it applicable to a 

variety of tasks

• angr is a multi-architecture binary analysis toolkit, with the 

capability to perform dynamic symbolic execution (like Mayhem, 

KLEE, etc.) and various static analyses on binaries



Information Security Confidential - Partner Use Only

From Source to Binary Code

4

• Binaries lack significant information present in source
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• All of the python dependencies should be handled by pip and/or 

the setup.py scripts

• libffi package

• apt-get install python-dev libffi-dev build-essential 

virtualenvwrapper
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• Setup

• Kali Linux 2017
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• angr is a python library, so it must be installed into the python 

environment before it can be used

• Make the python virtual environment
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• angr is a python library, so it must be installed into the python 

environment before it can be used

• Installing using pip
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• Core Concepts (https://github.com/angr/angr-

doc/blob/master/docs/toplevel.md) 

• First action with angr will always be to load a binary into a project. 

We'll use “ForAngr” binary for these examples.
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• Basic Properties about the project: its CPU architecture, its 

filename, and the address of its entry point

• import monkeyhex # this will format numerical results in 

hexadecimal
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• The Loader: Getting from a binary file to its representation in a 

virtual address space is pretty complicated!

• A module called CLE handles that

• Some basic queries about the loaded address space
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• angr.io

http://angr.io/

• Kali Linux  

https://www.kali.org/downloads/

• Wikipedia

https://en.wikipedia.org/wiki/Static_program_analysis

https://en.wikipedia.org/wiki/Symbolic_execution

• PIC (Position Independent Code)

https://en.wikipedia.org/wiki/Position-independent_code

• Executable stack protection

https://en.wikipedia.org/wiki/Executable_space_protection
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