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• The RouterSploit Framework is an open-source exploitation 

framework dedicated to embedded devices 



Information Security Confidential - Partner Use Only
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• exploits - modules that take advantage of identified vulnerabilities

• creds - modules designed to test credentials against network 

services

• scanners - modules that check if a target is vulnerable to any 

exploit
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• gnureadline (OSX only)

• requests

• paramiko

• beautifulsoup4

• pysnmp
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• Setup

--------------- ---------------

| Attacker |                 | Attacked |

| Machine   |      ===     | Router    |    

|                  |                 |                |

--------------- ---------------

Kali Linux 2017                Fortigate FortiOS 4.0 build 0513

IP > 192.168.10.12                 192.168.10.88



Information Security Confidential - Partner Use Only

Installing RouterSploit

7

• Installing on Kali Linux

• Clone the repo
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• Installing on Kali Linux

• Install RouterSploit



Information Security Confidential - Partner Use Only

Updating RouterSploit
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• Update RouterSploit Framework often
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• Start RouterSploit
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• Exploits > Show all modules
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• Exploits > Pick a module
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• Exploits > Display module options



Information Security Confidential - Partner Use Only

Using RouterSploit
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• Exploits > Check if the target is vulnerable
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• Exploits > Run module

• Exploit the target by issuing the 'run' or 'exploit' command

• Run command
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Using RouterSploit
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• Exploits > Run module

• Exploit the target by issuing the 'run' or 'exploit' command

• Exploit command
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• Kitploit

http://www.kitploit.com/2016/04/routersploit-router-exploitation.html

• Kali Linux  

https://www.kali.org/downloads/

http://www.kitploit.com/2016/04/routersploit-router-exploitation.html

