SEC

iqunanbn security inc.

TCPCopy

Information Security Inc.

1SEC

information sccurity inc.




Contents

» About TCPCopy

» Scenarios

* How does TCPCopy work?
* Architecture

* Demo configuration

* Installing TCPCopy

* Running TCPCopy

» References

Information Security Confidential - Partner Use Only iSEC

information sccurity inc.



About TCPCopy

* TCPCopy is a TCP stream replay tool to support real testing of
Internet server applications

TCPCopy - A TCP Stream Replay Tool
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Scenarios

* Distributed stress testing
« Use tcpcopy to copy real-world data to stress test your server software.
Bugs that only can be produced in high-stress situations can be found

* Live testing
* Prove the new system is stable and find bugs that only occur in the real

world

* Regression testing

» Performance comparison
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How does TCPCopy work?

« TCPCopy copies packets on the online server, modifies TCP/IP
headers, and sends modified packets to the target test server

* In this way, TCP applications on the target test server will consider
the packets from the online server as online requests from end-
users
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Architecture

» Architecture

Online Target
server server
—
* The TCPCopy server (intercept) o B
runs on a separate machine r 'I‘
. IData Linl
instead of the test server I |
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flow Assistant
server
intercept
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e ————————
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Demo configuration

» Architecture

| Online | | Test | | Assistant |
| Server | === | Server | === |Server |
| Apache | | Nginx | | |

Kali Linux 2017 Kali Linux 2017 Kali Linux 2017
IP 192.168.86.86 192.168.86.88 192.168.86.87

Client machine (making the HTTP requests to the online server) IP >
192.168.30.85

SEC
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Installing TCPCopy

* Online server > Clone the repo
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Installing TCPCopy

* Online Server > Configure and build TCPCopy

cd tcpcopy/
./configure

make
make insta
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Installing TCPCopy

* Assistant (Intercept) server > Clone the repo

: Counting
Total 446 (

esolving delt

AUTHORS g COPYING LICENSE NEWS
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Installing TCPCopy

« Assistant (Intercept) server > Configure and build Intercept

cd intercept/
./configure

make
make install
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Running TCPCopy

» Assume tcpcopy and intercept are both configured with
".Iconfigure®

» On the target test server which runs server applications. Set route
commands appropriately to route response packets to the assistant
server

ip route add 192.168.30.

12 Information Security Confidential - Partner Use Only ISEC
formation scourity inc.

nformat



Running TCPCopy

» On the assistant server which runs intercept

The name of the interface to listen on. This is

name followed by a unit number, for example ethO
Ethernet int f

user
mal num ¢
port 1
table
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Running TCPCopy

* On the online source server
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Running TCPCopy

» Generating traffic from the client to the online Apache server
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Running TCPCopy

* While Apache is running online, the TCP flows are copied from
Apache to Nginx. The TCP flows are just forwarded to Nginx
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Running TCPCopy

* While Apache is running online, the TCP flows are copied from
Apache to Nginx. The TCP flows are just forwarded to Nginx
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References

* Kitploit
http://www.kitploit.com/2017/09/tcpcopy-tcp-stream-replay-tool.html

+ Kali Linux
https://www.kali.org/downloads/
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