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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'

experience in digital security, computer software & network
administration

N o

VULNHUB

VUOULNERABLE BY DESIGN
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Target VM

» Target VM: Gibson

* Download the ova file
https://download.vulnhub.com/gibson/gibson.ova

 Import the ova file into your favorite hypervisor;
Kﬂ gibson.ova
 Attach a DHCP enabled interface to the machine and run it

» Objective
Capture the flag
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https://download.vulnhub.com/gibson/gibson.ova

Test Setup

O Testing environment

Linux Kali (attacker) >>> Gibson (target vm)
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Walkthrough

O From the attacker machine run the following command to find out
Target VMs IP address:

Currently scanning:

4 Captured ARP Req/Rep packets, from 4 hosts. Total :size:

Count

Unknown
Unknown
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Walkthrough

O Explore Port 80 in a browser

= C  ® 192.168.254.143

Index of /

Name Last modified Size Description

davinci.html 2016-05-07 13:03 273

Apache/2.4.7 (Ubuntu) Server at 192.168.254.143 Port 80
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Walkthrough

© Open the found html page

&

c

®

192.168.254.143/davinci.html

The answer you seek will be found by brute force

O The page says “brute force” but there is no place where brute
force can be applied
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Walkthrough

O Viewing the page-source reveals the ssh password for the user
margo; password is “god”

O©CO N O O B W N =

C' | @) view-source:192.168.254.143/davinci.html

<html>

<title>Gibson Mining Corporation</title>

<body

<!-4 Damn it Margo! Stop setting your password to "god" --i
<!-- at least try and use a different one of the 4 most -->
<!-- common ones! (eugene) -->

<h1l> The answer you seek will be found by brute force</hl>
</body>

Information Security Confidential - Partner Use Only

ISEC

nformation sccurity inc.



Walkthrough

© SSH login > user “margo” and password “god”

,m

Documentat

inform

10

(192.168.
mJ fEtUbz

of known hosts

//help.ubuntu.com/

Thu
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Walkthrough

© Check if user “margo” is a sudoer

© Margo can run just one command as sudoer; Command is
“‘convert”
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Walkthrough

© Ubuntu version is 14.04; search for any privesc vulns for this
version of ubuntu

© Found exploit “39166.c”
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Walkthrough

© Compile the exploit and transfer it to the target vm

39166.c: In f tion
39166.c:80:12: ( ion o ction ‘unshare’ |
if( )

‘clone’

clone_flags, NULL);
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Walkthrough

O Use the exploit to obtain root

margo@gibson:~$
root@gibson:~# whoami
root

root@gibson:~# id

uid=0(root) gid=1002 (margo) groups=0(root),27 (sudo),1002 (margo)

Information Security Confidential - Partner Use Only

SEC

nformation sccurity inc.



15

Walkthrough

© Look for listening services

© VNC port 5900 is open and gemu is running
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Walkthrough

© Find the gemu command details
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Walkthrough

© Search ftpserv machine image

virt-gemu
mu

Fh Hh b

f
T

Iemu/ft
rt/gemu/ftg

O Found the image in “/var/lib/libvirt/images”
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Walkthrough

© Copy the image to a different machine and investigated it
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Walkthrough

© Use “fIs” from sleuthkit to further investigate the image

root@XeonPowerful:~#|fls -f fatlec -o
KEFYLNN Volume La
DOS
KERNEL.SYS
AUTOEXEC.BAT
COMMAND.COM
FDCONFIG.SYS
BOOTSECT.BIN
: net
: GARBAGE

_WSDPMI.SWP

- SMBR

7 16 - SFAT1
146763909 SFAT2
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Walkthrough

© Look inside the GARBAGE directory

63 ftpserv.img 12

~ 845574:

* 845576:¢
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Walkthrough

© Extract the files from it using icat

root@XeonPowerful :~#]icat -f fatl6é -o 63 ftpserv.img 845580 > flag.img
root@eonPowerful:~# file flag.img
lag.img: Linux rev 1.0 ext2 filesystem data, UUID=d59bdd40-ec37-4d24-a956-80£549846121
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Walkthrough

© Use “fIs” from sleuthkit to further investigate the found image

(flag.img)

~oot@XeonPowerful:~#] f1s -f ext2 -r flag.img
112 t+found
2 ¥ 12 alloc): flag.txt.gpg
~ 1.3

.trash

1.2 flag.txt.gp
e 1 Lei entralStation.jpg
* 18:

HITESE
JSHint.Ext
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Walkthrough

© Extract the files from it using icat

root@XeonPower tlll
ot@XeonP«
t@XeonPov

luuttXeunPuweltul:
srful:
root@XeonPowerful:
gl @

root@XeonPoy
root@XeonPov
T OC )t @XeonP«

root@XeonP«
flag.txt.gpg: GPG

rful:

~#licat -f ext?2 flag.img 15 > hint.txt
4

# éat hint.txt

1/title/tt0117951/ and

Can you remember h
me in 1988

flag.txt

flag.txt.qgpq

-

5 cipher)
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Walkthrough

O “hint.txt” file is

[* http://www.imdb.com/title/tt0117951/ and
http://www.imdb.com/title/tt0113243/ have
someone in common... Can you remember his
original nom de plume in 1988...7 */

© Which refers to the actor jonnny lee miller who in the movie
hackers went by the name "zero cool".
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Walkthrough

© zero cool" doesnt decrypt flag.txt.gpg, make a wordlist and add
leetspeak (https://en.wikipedia.org/wiki/Leet) to expand it

~oot@XeonPowerful:

:~# more P.txt
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Walkthrough

© Create a brute force script

0 -q --batch --allow-multiy
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Walkthrough

© Run it and capture the flag

root@XeonPowerful:~#] ./Force.sh

yption fail

ongratulations once

; but T hec
again to #vuln

to gOblin and
CTF once more.
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://download.vulnhub.com/gibson/gibson.ova

+ Sleuthkit
https://github.com/sleuthkit/sleuthkit

* Leet
https://en.wikipedia.org/wiki/Leet

* Leetify.pl
https://gist.github.com/kevinnz/0b808d825bccaadfb6ee2d8d698c5c9e
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