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• To provide materials that allows anyone to gain practical 'hands-

on' experience in digital security, computer software & network 

administration
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• Target VM: 6Days

• Download the ova file  
https://download.vulnhub.com/6daylab/6Days_Lab-v1.0.1.ova

• Import  the ova file into your favorite hypervisor

• Attach a DHCP enable vmnet to the machine and run it

• Objective

Find the flag
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◎Testing environment

Linux Kali (attacker) >>> Firewall >>> DonkeyDocker (target vm)
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◎From the attacker machine run the following command to find out Target 

VMs IP address:

◎Scan the target machine IP (192.168.254.137)

• Two ports are open: Port 22 – Used for SSH; Port 80 (used for: webserver)
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◎ Use dirb tool to scan the web application
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◎Explore target machine’s port 80 with a browser

.
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◎Explore webpage source

.
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◎ Image src attribute vulnerable to LFI

◎ Read config.php
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◎ Read checkpromo.php

▲ The GET-parameter promocode is just concatenated to the SQL query, a 

SQLi
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◎ Exploit SQLi

◎WAF on port 80 blocks the request; check 127.0.0.1:8080 on the target 

WAF forwards the request via the local loopback to 8080
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◎ Use SQLi with LFI to access the database 

◎ SSH to the device ; everything is directed to /dev/null hence no output
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◎ Obtain a reverse shell
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◎ Check Ubuntu version

◎ This version of Ubuntu is vulnerable to an  Overlayfs exploit
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◎ Use the exploit to get root 
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◎ Mission complete
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• Vulnhub website

https://www.vulnhub.com

• Vulnerable VM download 

https://download.vulnhub.com/6daylab/6Days_Lab-v1.0.1.ova

• Owasp

https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion


