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• Limon is a sandbox which automatically collects, analyzes, and reports on 

the run time indicators of Linux malware

• Performs static,dynamic and memory analysis

• Use various open source tools 
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• YARA-python (https://github.com/plusvic/yara/releases)

• VirusTotal Public api (https://www.virustotal.com/en/documentation/public-api/)

• ssdeep (http://ssdeep.sourceforge.net/)

• strings utility (http://linux.die.net/man/1/strings)

• ldd (http://linux.die.net/man/1/ldd)

• readelf (https://sourceware.org/binutils/docs/binutils/readelf.html)

• Inetsim (http://www.inetsim.org/downloads.html)

• Tcpdump (http://www.tcpdump.org/)

• strace (http://linux.die.net/man/1/strace)

• Sysdig (http://www.sysdig.org)

• Volatility memory forensics framework 

(http://www.volatilityfoundation.org/#!releases/component_7140)

https://github.com/plusvic/yara
https://www.virustotal.com/en/documentation/public-api/
http://ssdeep.sourceforge.net/
http://linux.die.net/man/1/strings
http://linux.die.net/man/1/ldd
https://sourceware.org/binutils/docs/binutils/readelf.html
http://www.inetsim.org/downloads.html
http://www.tcpdump.org/
http://linux.die.net/man/1/strace
http://www.sysdig.org/
http://www.volatilityfoundation.org/#%21releases/component_7140
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• ELF Executable (x86 andx86_64)

• Perl Script

• Python Script

• Shell Script

• PHP Script

• Loadble kernel module(LKM)
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Ubuntu 16.04                       Ubuntu 16.04 (Guest OS)

+------------+                           +------------+                     

|   Host       | --------------------- |  Analysis |  Vmware Workstation

|   Machine |                           | Machine |    

+------------+                           +------------+ 

IP  172.16.48.1                         172.16.48.2                                                                          



Information Security Confidential - Partner Use Only

Configuring and Installing Tools on the Host 
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• Installing Vmware Workstation; Installing Guest OS 
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Configuring and Installing Tools on the Host 
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• Installing YARA

• Run the test cases to make sure everything is fine 
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Configuring and Installing Tools on the Host 
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• Installing YARA-python

• Installing ssdeep

• Installing psutil
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Configuring and Installing Tools on the Host 
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• Installing Sysdig (https://www.sysdig.org/install/)

• Install inetsim (http://www.inetsim.org/packages.html)

https://www.sysdig.org/install/
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Configuring and Installing Tools on the Host 
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• Install Volatility 

◎ Install requirements (distorm3)

◎ Download volatility and run it 
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Configuring and Installing Tools on the Host 
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• Create a directory /root/yara_rules to store YARA rules

• Create a directory  /root/linux_reports to store the analysis results
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Configuring and Installing Tools on the Guest 
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• Set root password and enable graphical root login
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Configuring and Installing Tools on the Guest 
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• Installing Sysdig (https://www.sysdig.org/install/)

• Install strace (http://sourceforge.net/projects/strace/)

https://www.sysdig.org/install/
http://sourceforge.net/projects/strace/
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Configuring and Installing Tools on the Guest 

16

• Installing PHP  

• Install packages to run 32 bit executable on 64 bit ubuntu

• Create directory to transfer malware sample 
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Configuring and Installing Tools on the Guest 
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• Create Volatility profile 

(https://github.com/volatilityfoundation/volatility/wiki/Linux)

• Limon relies on Volatility to perform memory analysis. After the malware is 

executed in the analysis machine, the analysis machine suspended to 

captures its memory image and memory analysis is performed

• Install Volatility (same as page 12)

• Install the following tools 
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Configuring and Installing Tools on the Guest 
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• Install the following tools
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Configuring and Installing Tools on the Guest 
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• Creating the kernel data structures file using dwarfdump

◎ Vtypes => module.dwarf is created
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Configuring and Installing Tools on the Guest 
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• Creating the kernel data structures file using dwarfdump
◎ Getting symbols
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Configuring and Installing Tools on the Guest 
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• Creating the kernel data structures file using dwarfdump
◎ Making the profile

• Clear bash history

• Take a clean snapshot
◎ power off the analysis machine, power it on and then take a snapshot
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Virus Total API 

22

• Obtain Virus Total API Public key 

◎ Login into an existing Virus Total account or create a new one 

(https://virustotal.com/#/join-us)

◎ Settings > API Key
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Configuring Limon 
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• Download Limon and configure /// config.py ///
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Configuring Limon 
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◎ config.py
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Configuring Limon 
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◎ config.py
##############[general variables]################################

• py_path = r'/usr/bin/python'

• report_dir = r'/root/linux_reports'

• dash_lines = "-" * 40

• is_elf_file = False

• virustotal_key = "99e4bba81eb86c217be0bc0581e9bea96badfff03fe5b5bdb875aecb11d66a34"

###############[vm variables]#####################################

• host_analysis_vmpath = r'/root/vmware/Ubuntu 64-bit/Ubuntu 64-bit.vmx'

• host_vmrunpath = r'/usr/bin/vmrun'

• host_vmtype = r'ws'

• analysis_username = "root"

• analysis_password = "CONstantin82"

• analysis_clean_snapname = "LimonSnap"

• analysis_mal_dir = r"/root/malware_analysis"

• analysis_py_path = r'/usr/bin/python'

• analysis_perl_path = r'/usr/bin/perl'

• analysis_bash_path = r'/bin/bash'

• analysis_sh_path = r'/bin/sh'

• analysis_insmod_path = r'/sbin/insmod'

• analysis_php_path = r'/usr/bin/php'
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Configuring Limon 
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◎ config.py
################[static analysisvariables]##########################

• yara_packer_rules = r'/root/yara_rules/packer.yara'

• yara_rules = r'/root/yara_rules/capabilities.yara'

• #################[network variables]#################################

• analysis_ip = "172.16.48.2"

• host_iface_to_sniff = "ens33"

• host_tcpdumppath = "/usr/sbin/tcpdump"

#######################[memory analysis variables]##################

• vol_path = r'/root/volatility/vol.py'

• mem_image_profile = '--profile=LinuxUbuntu1604x64'

######################[inetsim variables]#########################

• inetsim_path = r"/usr/bin/inetsim"

• inetsim_log_dir = r"/var/log/inetsim"

• inetsim_report_dir = r"/var/log/inetsim/report"

######################[monitoring variables]##########################

• analysis_sysdig_path = r'/usr/bin/sysdig'

• host_sysdig_path = r'/usr/bin/sysdig'

• analysis_capture_out_file = r'/root/logdir/capture.scap'

• cap_format = "%proc.name (%thread.tid) %evt.dir %evt.type %evt.args"

• cap_filter = r"""evt.type=clone or evt.type=execve or evt.type=chdir or evt.type=open or

• evt.type=creat or evt.type=close or evt.type=socket or evt.type=bind or evt.type=connect or

• evt.type=accept or evt.is_io=true or evt.type=unlink or evt.type=rename or evt.type=brk or

• evt.type=mmap or evt.type=munmap or evt.type=kill or evt.type=pipe"""

• analysis_strace_path = r'/usr/local/bin/strace'

• strace_filter = r"-etrace=fork,clone,execve,chdir,open,creat,close,socket,connect,accept,bind,read,write,unlink,rename,kill,pipe,dup,dup2"

• analysis_strace_out_file = r'/root/logdir/trace.txt'

• analysis_log_outpath = r'/root/logdir'
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Configuring Limon 
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◎ Limon Options
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Running Limon

28

◎ Running ELF malware
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Running Limon
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◎ Running ELF malware (Linux Wirenet

https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Linux.Wirenet)
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Running Limon
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◎ Running ELF malware (Linux Wirenet

https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Linux.Wirenet)
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◎ If getting the following error when login as root into GUI 

◎Ways to fix the issue (https://github.com/mitchellh/vagrant/issues/1673)

▲ change mesg n to tty -s && mesg n in /root/.profile 

▲ remove the mesg n line from /root/.profile completely

▲ put a script named mesg in root's $PATH which only executes the real mesg if stdin is a tty

I chose 
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• Github

https://github.com/monnappa22/Limon


