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About Limon Sandbox

 Limon is a sandbox which automatically collects, analyzes, and reports on
the run time indicators of Linux malware

» Performs static,dynamic and memory analysis

» Use various open source tools
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How Limon works

.-»ﬂ’-»-ﬁ- -

alware Static Analysis Dynamic Analysis Memory Analysis

Reports @ /
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Tools used by Limon

* YARA-python (https://github.com/plusvic/yara/releases)

* VirusTotal Public api (https://www.virustotal.com/en/documentation/public-api/)
 ssdeep (http://ssdeep.sourceforge.net/)

« strings utility (http://linux.die.net/man/1/strings)

* |dd (http://linux.die.net/man/1/ldd)

* readelf (https://sourceware.org/binutils/docs/binutils/readelf.html)

* Inetsim (http://www.inetsim.org/downloads.html)

* Tcpdump (http://www.tcpdump.org/)

« strace (http:/linux.die.net/man/1/strace)

» Sysdig (http://www.sysdig.org)

+ Volatility memory forensics framework
(http://www.volatilityfoundation.org/#!releases/component_7140)
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Supported file types

» ELF Executable (x86 andx86_64)
* Perl Script

* Python Script

 Shell Script

* PHP Script

 Loadble kernel module(LKM)
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Testing environment

Ubuntu 16.04

Ubuntu 16.04 (Guest OS)

| Host |
| Machine |

IP 172.16.48.1

| Analysis| Vmware Workstation
| Machine |

172.16.48.2
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Configuring and Installing Tools on the Host

* Installing Vmware Workstation; Installing Guest OS

Installing VMware Workstation 12.5.5

Configur

I AF A AR A A A AR A R A R A R R A A S R R R R R F ] 100S
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Configuring and Installing Tools on the Host

* Installing YARA

wget https://github.com/VirusTotal/yara/archive/v3.6.3.tar.gz
E zxf S« LA G
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Configuring and Installing Tools on the Host

* Installing YARA-python

* Installing psutil

apt—éet install python-psutil
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Configuring and Installing Tools on the Host

. Installmg Sysdlg (https [lwww.sysdig. orq/mstall/)

com/DRAIO
t http: //do

1-M ﬁ C

ne: /var/1o

ccccoco0cc00

Information Security Confidential - Partner Use Only

.list.d/inetsim.list

apt-key add -

26691
246176
246076
244482

2330/ vrmare.
2330/vnware
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Configuring and Installing Tools on the Host

* Install Volatility
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Configuring and Installing Tools on the Host

 Create a directory /root/yara_rules to store YARA rules
» Create a directory /root/linux_reports to store the analysis results

mkdir oot/yara rules
mkdir oot/linux reports

/[
/T
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Configuring and Installing Tools on the Guest

 Set root password and enable graphical root login

n=unity-greeter
buntu

how-manual-login=true
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Configuring and Installing Tools on the Guest

. Installmg Sysdlg (https://www.sysdig. orq/mstall/)

.draios.com/DRATIOS-GPG "'.pukln \ apt
] lttp.//L> »9

wget
tar xvf

s f anLQUL@
make
make install
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Configuring and Installing Tools on the Guest

* Installing PHP

apt-get install php7.0-cli

* Install packages to run 32 bit executable on 64 bit ubuntu

dpkg --add-architecture 1386
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Configuring and Installing Tools on the Guest

 Create Volatility profile
(https://github.com/volatilityfoundation/volatility/wiki/Linux)

 Limon relies on Volatility to perform memory analysis. After the malware is
executed in the analysis machine, the analysis machine suspended to
captures its memory image and memory analysis is performed

* Install Volatility (same as page 12)
* Install the following tools

apt-get install dwarfdump
apt-get install build-essential

17 Information Security Confidential - Partner Use Only ISEC
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Configuring and Installing Tools on the Guest
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Configuring and Installing Tools on the Guest

 Creating the kernel data structures file using dwarfdump

© Vtypes => module.dwarf is created

cd volatility/tools/linux/
1s

make

ls -la

root@ubuntu:~/vo
1 2108

19 Information Security Confidential - Partner Use Only .SEC
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Configuring and Installing Tools on the Guest

 Creating the kernel data structures file using dwarfdump
© Getting symbols

root@ubuntu:
root@ubuntu:

root 4096 Aug
root 3598 Jul
’ Jul
Aug
Aug
Jan
Jan
Jan
Jul
—rW-r-—r—-— 1 roet 6 Aug
bot@ubuntu: /boot#
0-28-generic
oot@ubuntu: /boot# file
m.map-4.10.0-28

N

o

)

N = =N
ol

® O ©

3
24
1
1
5
1
1
1
1
g}

: em.map-4.10.
6 vmlinuz-4.10.0-28-generic

P NNN

w
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Configuring and Installing Tools on the Guest

 Creating the kernel data structures file using dwarfdump
© Making the profile

» Take a clean snapshot

© power off the analysis machine, power it on and then take a snapshot

(optional)

Information Security Confidential - Partner Use Only ISE
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Virus Total API

* Obtain Virus Total API Public key

© Login into an existing Virus Total account or create a new one
(https://virustotal.com/#/join-us)

© Settings > API Key

Q= ()
Profile
Public Profile
471 Key|
Account M
| Sign Out

Information Security Confidential - Partner Use Only iSEC
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Configuring Limon

« Download Limon and configure /// config.py ///

git clone https://github.com/monnappa?22/Limon.git

cd Limon

Information Security Confidential - Partner Use Only
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Configuring Limon

© config.py

Information Security Confidential - Partner Use Only
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Configuring Limon

© config.py
HH I general variables| i
* py_path = r'/usr/bin/python’
» report_dir = r'/root/linux_reports'
» dash_lines ="-"* 40
» is_elf file = False

 virustotal_key = "99e4bba81eb86c217be0bc0581e9bea96badfff03fe5b5bdb875aech11d66a34"

HEHHHHEHEHHHE VM variable s HEHHHEHEHHHEHHH
« host_analysis_vmpath = r'/root/vmware/Ubuntu 64-bit/Ubuntu 64-bit.vmx'
* host_vmrunpath = r'/usr/bin/vmrun’

* host_vmtype = r'ws'

« analysis_username = "root"

« analysis_password = "CONstantin82"

« analysis_clean_snapname = "LimonSnap"

« analysis_mal_dir = r*/root/malware_analysis"

e analysis_py_path = r'/usr/bin/python’

« analysis_perl_path = r'/usr/bin/perl’

e analysis_bash_path = r'/bin/bash’

e analysis_sh_path = r'/bin/sh’

« analysis_insmod_path = r'/sbin/insmod'

« analysis_php_path = r'/usr/bin/php'

Information Security Confidential - Partner Use Only
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Configuring Limon

© config.py

R Static analysisvariables]

yara_packer_rules = r'/root/yara_rules/packer.yara’
yara_rules = r'/root/yara_rules/capabilities.yara’
[network variables]
analysis_ip ="172.16.48.2"
host_iface_to_sniff = "ens33"
host_tcpdumppath = "/usr/sbin/tcpdump”

[memory analysis variables]#i#tiitttiHtit

vol_path = r'/root/volatility/vol.py*
mem_image_profile = '--profile=LinuxUbuntu1604x64'

[inetsim variables]

inetsim_path = r*/usr/bin/inetsim"
inetsim_log_dir = r"/var/log/inetsim"
inetsim_report_dir = r"/var/log/inetsim/report"

[monitoring variables]

analysis_sysdig_path = r'/usr/bin/sysdig’
host_sysdig_path = r'/usr/bin/sysdig’
analysis_capture_out_file = r'/root/logdir/capture.scap’

cap_format = "%proc.name (%thread.tid) %evt.dir %evt.type %evt.args"

cap_filter = r""evt.type=clone or evt.type=execve or evt.type=chdir or evt.type=open or
evt.type=creat or evt.type=close or evt.type=socket or evt.type=bind or evt.type=connect or
evt.type=accept or evt.is_jo=true or evt.type=unlink or evt.type=rename or evt.type=brk or
evt.type=mmap or evt.type=munmap or evt.type=Kkill or evt.type=pipe""

analysis_strace_path = r'/usr/local/bin/strace’

strace_filter = r"-etrace=fork,clone,execve,chdir,open,creat,close,socket,connect,accept,bind,read,write,unlink,rename Kkill,pipe,dup,dup2"

analysis_strace_out_file = r'/root/logdir/trace.txt'

analysis_log_outpath = r'/root/logdir’
Information Security Confidential - Partner Use Only
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Configuring Limon

© Limon Options

yot@adminl-virtual-machine:~/Limon#] python limor
[Usage: limon.py [Options] <file> [args

Options:
-h, —--help show this help message and exit
-t TIMEOUT, --timeout=TIMEOUT

timeout in seconds, default is
-i, —--internet ( : internet
--perl ( 2 (<pl)
—-—-python ipt (.py)

--php

--shell

--bash -

——1km oad kernel module

--ufctrace Fi 1E >d call trace (full tr

-—-femonitor ilter stem ev monitoring
--ufemonitor unfi ¢ m event monitoring

—--memfor memory forens

—-—-vmemfor verbose mem

—--printhexdump print hex dump
unfiltered call trace)

Information Security Confidential - Partner Use Only
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Running Limon

© Running ELF malware

-virtual-machine:~/L‘1mon#
root@aminl-virtual-machine:~/Limoni Egthon limon‘Ex ;rootéELF Malware -t 30 -x -ml
Filetype: ELF 64-bit LSB executable, x80-04, version , dynamically Linked, interpreter /1ib64/1d-1inux-x86-64.50.2, for GNU/Linux 2.6.32, BuildID[sha1]=86e

a6af3bas586d28611e87948e4ac72665048c1, stripped
File Size: 367.38 KB (376192 bytes)
mdSsum: 9361894a5998c6fd56d5cc4c615¢79ee
ssdeep: 6144:S+ywNCe5u9iqf2vovYei759qkC1ulrKizg//aZXXUPV: 6wNCe5dZGYeSQfzG
ELF Header:
Magic: 7f 45 4c 46 62 01 061 060 60 60 60 00 00 00 00 00
(lass: ELF64
Data: 2's complement, little endian
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: ox1
Entry point address: 0x4070d0
Start of program headers: 64 (bytes into file)
Start of section headers: 374336 (bytes into file)
Flags: 0x0
Size of this header: 64 (bytes)
Size of program headers: 56 (bytes)
Number of program headers: 9
Size of section headers: 64 (bytes)
Number of section headers: 29
Section header string table index: 28

Information Security Confidential - Partner Use Only .SE
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Running Limon

© Running ELF malware (Linux Wirenet

https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Linux.Wirenet)

root@admini-virtual-machine:~/Limon# python limon.py /root/WARE -t 30

08052dec

0805bes50
0804f49b
0804e5a8
080584c4
ese4qfoefc
08051c6f
08058740
0805be48
0804505
: 0805c2a0
080507af
08054aa3
08052233
0804385
0804ebf2
0805be64
08051de0®
08058610
0804ebdc
08050be8
08054906
08051ced
0805be28
0805388
08051d1b
080517af
08050937
0805be68
08053e8f
08041172

File Edit View VM Tabs Help

Library

y  _ * |f ubuntu 64-bit e
“\ Type here to search

Ubuntu Desktop
- = my computer
(@ Ubuntu 64-bit
i@ shared VMs

| ©

No 3D support is available from the host.
The 3D Features of the virtual machine will be disabled

Hardware graphics acceleration is not available. ~
As a result, this virtual machine may experience very low
graphics performance. Follow

the instructions provided by your graphics card vendor or
Linux distribution in order to

update your computer's OpenGL drivers.

LTITE

Q)
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GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBA!
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBA
GLOBA
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBA!

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

11
18
11
11
17
11
11
18
18
11
18
11
11
11
11
11
18
11
17
11
11
11
11
18
11
11
11
11
18
11
11

Decryptsettings
XMapWindow
cpGetLocalFileName
HandleProxy
HostId
cpDeleteFile
GetGoogleChromePasswords
CurrentScaleFactor
_XQueryTree
cpGetLocalFilePath
DecryptionContext
cpKeyDown
SendAuthenticationPacket
MemCompare
cpMkDir
cpListFiles
XGetImage
StrTolnt
Connectionstring
cpListDrives
ExtractProfileName
RC4ACrypt
Strcopy
_XGetWMName
SubBytes
StrConcatenate
DecodesQLitePayloadData
cpMouseDown
_XGetInputFocus
SubWord
cpCopyFile
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Running Limon

O Running ELF malware (Linux Wirenet
https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Linux.Wirenet)

Process: aptd Pid: 2723 Address: 0x7f68ea5b9600 File: Anonymous Mapping
Protection: VM_READ|VM_WRITE|VM_EXEC
Flags: VM_READ|VM_WRITE|VM_EXEC|VM_MAYREAD|VM_MAVWRITE |VM_MAYEXEC|VM_ACCOUNT | VM_CAN_NONLINEAR

0x007f68ea5ho00e 06 00 00 00 00 00 00 00 00 00 00 00
o f 00 b 0

7f68easbo010 49 10
0x007f68ea5b9620 68 a9 ff 50 00 80
0x007f68ea5b9030 be 0 o 50 00 00

ox7f68eas5bo8ee 0000 ADD [RAX],
ox7f68ea5boee2 6000 ADD [RAX],
0x7f68ea5boe04 0000 ADD [RAX]
0x7f68eas5boees 0000
0x7f68eashoees 430000 ADD [R8],
ex7f68easboeeb 0006 ADD [RAX]

0000 ADD [RAX], AL

©849bb ADD [RCX-x4a5], CL

DB Ox62

0x7f68easboo13 OUTS DX, DWORD [RSI]
0x7168ea5b9014 SHL CH, CL
0x7768ea5b9016 6871000049 PUSH DWORD ©x4900007f
0x7f68ea5b901b ba10905bea MOV EDX, Oxea5b9010
ox7f68ea5b9020 687f0000f8 PUSH DWORD Oxf800007f
0x7f68ea5bo025 49ffel JMP R11
0x7f68ea5bo028 18503b SBB [RAX+0x3b], DL
ox7f68easboe2b 6200 ADD AL, [RAX]
ox7f68easboe2d 0600 ADD [RAX], AL
ox7f68easboe2f 00boa26ees68 ADD [RAX+Ox68e66ea2], DI
ox7f68easboe3s 7fo0 3G 6x7f68easb9037
0x7f68ea5bo037 0000 ADD [RAX], AL
ox7f68ea5bo039 50 PUSH RAX
ox7f68easboe3a 3bo2 CMP EAX,
ox7f68easbo03c 0000 ADD [RAX
ox7fG68easboele 0000 ADD [RAX

Final report is stored in /root/linux_reports/WARE
root@admini-virtual-machine:~/Limon# file /root/linux_reports/WARE
/root/linux_reports/WARE: directory
root@admini-virtual-machine:~/Limon# cd /root/linux_reports/WARE
root@admini-virtual-machine:~/1inux_reports/WARE# 1S -la

drwxr-xr-x 2 root root 4096 Aug
drwxr X 7 root root 4096 Aug
- root root 214682 Aug
root root 2171692 Aug final_report. txt
root root output.pcap
root root 8769 strings_ascii.txt
root root : unicode. txt
root root 3 Aug
virtual-machine:~/1inux_r
STATIC ANALYSIS RESUL

Filletype: ELF 32-bit LSB executable, Intel 86386, version 1 (SYSV), dynamically linked, interpreter /1ib/1d-1linux.so.2, BulldID[sha1l]=1d6a83ebcbe
23ce206306ae89f0ec24bacozBb2c, stripped
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FAQ

O If getting the following error when login as root into GUI

Error found when loading /root/.profile:

“ mesg: ttyname failed: Inappropriate ioctl for device

As a result the session will not be configured correctly.
You should fix the problem as soon as feasible.

OK

© Ways to fix the issue (https://github.com/mitchellh/vagrant/issues/1673)
A change mesg n to tty -s && mesg n in /root/.profile

A remove the mesg n line from /root/.profile completely

A put a script named mesg in root's $PATH which only executes the real mesg if stdin is a tty

| chose | cat .profile ]

SEC
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References

* Github
https://github.com/monnappa22/Limon
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