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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'
experience in digital security, computer software & network
administration

N o

VULNHUB

VULNERABLE BY DESIGN

Information Security Confidential - Partner Use Only iSEC

information sccurity inc.



Target VM

» Target VM: LordOfTheRoot

* Download ova file
https://www.vulnhub.com/entry/lord-of-the-root-101,129/

» Import the ova file into your favorite hypervisor

! LordOfTheRoot_1.0.1.0va i A
Scan py

» Attach a DHCP enable vmnet to the machine and run it

» Objective
Get root and find the hidden flag
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https://www.vulnhub.com/entry/lord-of-the-root-101,129/

Test Setup

O Testing environment

Linux Kali (attacker) >>> Firewall >>> LordOfTheRoot (target vm)
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Walkthrough

O From the attacker machine run the following command to find out
Target VMs IP address:

: # [netdiscover -i eth?

ently scanning: Finished!

TCP port 1337

» Two ports are open: Port 22 — Used for SSH; Port 1337 (used for: needs checking)

Information Security Confidential - Partner Use Only .SEC

nformation sccurity inc.



Walkthrough

O Explore target machine’s port 22 in a terminal

Tried brute force but no luck.
Move to checking port 1337.
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Walkthrough

O Explore target machine’s port 1337 in a terminal

192::1

TYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
1ead>
1 Not Implemented</title>

© Found Apache web server running on it
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Walkthrough

O Explore target machine’s port 1337 in a browser

http://192.168.254.129:1337 http://192.168.254.129:1337/robots.txt
/‘,' o [po21es25a 120 155 I €) 0 [52 168 258129 13 Tronors o

Pl Offensive Security “§ Kali Linux “§ Kali Docs @ Kali Tools EBExploit-DB

SAM, WE CANT GO THIS WAY

Pl Offensive Security e Kali Linux “& Kali Docs &@®|

1 WILUISTAKETHE
YRINGI/INTO
MEM;BAM,BOB

© Check the page source
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http://192.168.254.129:1337/

Walkthrough

© Check page source: http://192.168.254.129:1337/robots. txt
: Iview-source:http://192.168.254129:l337/robots.txtI

Il Offensive Security “ Kali Linux "% Kali Docs @ Kali Tools KR

<html>

THorMO9ETTBOVE14TUM5CGJtUmxl02V3YUhBPSBDbG9zZXIh>

© Found Base64 code inside the source
/I THprMO9ETTBOVEI4TUM5cGItUmxIQzV3YUhBPSBDbG9zZXlh //

© Decode using python

'("THpLM‘ ETTBfVEliTUM cGJtUmx1QzV3YUhBPSBDbG9zZXTh")

C9pbmR1eCSwaHA="")

© Found index. php page
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Walkthrough

O Explore index.php in a browser

€)G [292.168254.129:1337/978345210/index.php |

Pl Offensive Security N Kali Linux "% Kali Docs @ Kali Tools EBExploit-DB Wy Aircrack-1

Welcome to the Gates of Mordor

User : |username ‘

Password : ‘ .......... |
| Login i

O Tried brute force but no luck .
© Sql injection with sglmap
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Walkthrough

O Explore index.php in a browser

€)G [292.168254.129:1337/978345210/index.php |

Pl Offensive Security N Kali Linux "% Kali Docs @ Kali Tools EBExploit-DB Wy Aircrack-1

Welcome to the Gates of Mordor

User : |username

Password : | P ——

| Login \

O Tried brute force but no luck .
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Walkthrough

O Sql injection with sglmap
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Walkthrough

© Sql injection with sgimap; Find out databases
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Walkthrough

© Sql injection with sgimap; Find out tables from database
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Walkthrough

© Sql injection with sglmap; Find out columns of / Users / table

--forms =--columns -D Webapp

int (10)
password varchar (
username varchar (-
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Walkthrough

© Sql injection with sglmap; Extract data from table
A From VMs login prompt, username is smeagol

Guest Session
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Walkthrough

© SSH login as user smeagol but not root; need root; Ubuntu
version is 14.04
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Walkthrough

© SSH login as user smeagol but not root; need root; Ubuntu
version is 14.04

A Search an exploit for Ubuntu 14.04

A Use Privilege escalation exploit to get root (39166.c)
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Walkthrough

© Capture the flag

{0fTheRoot~4|cd /oot
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://www.vulnhub.com/entry/lord-of-the-root-101,129/
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