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• DRAKVUF is a virtualization based agentless black-box binary 

analysis system. DRAKVUF allows for in-depth execution tracing of 

arbitrary binaries (including operating systems), all without having 

to install any special software within the virtual machine used for 

analysis
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• DRAKVUF provides a perfect platform for stealthy malware 

analysis as its footprint is nearly undetectable from the malware's 

perspective
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• DRAKVUF uses hardware virtualization extensions found in Intel 

CPUs. You will need an Intel CPU with virtualization support (VT-x) 

and with Extended Page Tables (EPT). DRAKVUF is not going to 

work on any other CPUs (such as AMD) or on Intel CPUs without 

the required virtualization extensions



Information Security Confidential - Partner Use Only

Guest OS compatibility
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• DRAKVUF currently supports:

◎Windows 7 - 8, both 32 and 64-bit

◎Windows 10 64-bit

◎ Linux 2.6.x - 4.x, both 32-bit and 64-bit
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• Linux Ubuntu 5.4.0-6ubuntu1~16.04.4

• CPU: Intel Xeon E5-1620 with virtualization support (VT-x) and with 

Extended Page Tables (EPT)

• Xen hypervisor 4.9
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▲ Install  the required packages

▲ Download drakvuf, rekall, Xen

▲ Set up Xen 
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DRAKVUF Installation
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▲ Install Xen 

$sudo su

▲ Make xen boot before the kernel 
◎ cd /etc/grub.d/;mv 20_linux_xen 09_linux_xen   

▲ Finalize the setup
◎ update-grub

◎ reboot
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DRAKVUF Installation
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▲ Verify Xen installation 

▲ Setup an LVM volume Group to hold the VMs, then create a 

volume
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DRAKVUF Installation
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▲ Configure Xen bridge interface (xenbr0) 
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DRAKVUF Installation
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▲ Install Windows from ISO
Create vm config file and create the virtual machine 

▲ Enter the LibVMI folder in the drakvuf folder and build it

▲ Build and install LibVMI
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▲ Build and install Rekall

▲ Create the Rekall profile for the Windows domain
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DRAKVUF Installation
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▲ Create the LibVMI config and test it by running vmi-process-list
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DRAKVUF Installation
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▲ build and install DRAKVUF

▲ See all options
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▲ VMI process injection into Windows 7 x64
List guest OS processes
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DRAKVUF Demo
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▲ VMI process injection into Windows 7 x64

Inject into explorer.exe
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DRAKVUF Demo

18

▲ Configure socketmon plugin (monitors the usage of TCP and 

UPD sockets for Windows guests)
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DRAKVUF Demo
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▲ Start monitoring the sockets
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DRAKVUF Demo
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▲ Zepto ransomware

◎Windows 7 infected                            ◎ Drakvuf catches ransomware 

activities

⬇ Files are being encrypted
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• Github
https://github.com/tklengyel/drakvuf

• Drakvuf
https://drakvuf.com/

• Xen 4.9
https://wiki.xenproject.org/wiki/Category:Xen_4.9


