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About DRAKVUF

 DRAKVUEF is a virtualization based agentless black-box binary
analysis system. DRAKVUF allows for in-depth execution tracing of
arbitrary binaries (including operating systems), all without having
to install any special software within the virtual machine used for
analysis

./ DRAKVUF™
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Why DRAKVUF?

* DRAKVUF provides a perfect platform for stealthy malware
analysis as its footprint is nearly undetectable from the malware's
perspective
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Hardware requirements

 DRAKVUF uses hardware virtualization extensions found in Intel
CPUs. You will need an Intel CPU with virtualization support (VT-x)
and with Extended Page Tables (EPT). DRAKVUF is not going to
work on any other CPUs (such as AMD) or on Intel CPUs without
the required virtualization extensions
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Guest OS compatibility

* DRAKVUF currently supports:

© Windows 7 - 8, both 32 and 64-hit
© Windows 10 64-bit

O Linux 2.6.x - 4.X, both 32-bit and 64-bit
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Testing environment

e Linux Ubuntu 5.4.0-6ubuntul~16.04.4

* CPU: Intel Xeon E5-1620 with virtualization support (VT-x) and with
Extended Page Tables (EPT)

 Xen hypervisor 4.9
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DRAKVUF Installation

A Install the required packages

git clone https://github.com/tklengyel/drakvuf
cd drakvuf/

dule init
module update

csnfigure ——ecniable—githttp
make —j4 dist—xen
make —j4 dist—tools
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DRAKVUF Installation

A |nstall Xen
$sudo su

e-rc.d xen-watchdog defa

A Make xen boot before the kernel
O cd /etc/grub.d/;mv 20_linux_xen 09_linux_xen

A Finalize the setup

O update-grub
O reboot
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DRAKVUF Installation

A Verify Xen installation

root@ubuntu:/home/adi# xen-d
unning in PV 1text on Xen
root@ubuntu:/home/adi# x1 lis

Name ID Mem VCPUs
)omain-0 0 4096 )
root@ubuntu: /home/adi#

A Setup an LVM volume Group to hold the VMs, then create a
volume

root@ubuntu:/home/adi# lvcreate -L30G -n windowsl1l0-64 vg

ogical volume "windowsl1l0-64" created.
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DRAKVUF Installation

A Configure Xen bridge interface (xenbr0)
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DRAKVUF Installation

A Install Windows from ISO

Create vm config file and create the virtual machine

/configure --disable-kvm

A Build and install LibVMI
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DRAKVUF Installation

A Build and install Rekall
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DRAKVUF Installation

A Create the LibVMI config and test it by running vmi-process-list

root@XeonPowerful:~/drakvuf/libvmi/examples# Fat /etc/libvmi.conf I

windowsseven {
ostype = "Windows";
rekall profile = "/root/windowsseven.rekall.json";

}
root@XeonPowerful:~/drakvuf/libvmi/examples#] . /vmi-process—-1ist windowsseven
Process listing for VM windowsseven (id=3)
[ System (struct addr:fffffa8002392450)
smss.exe (struct addr:fffffa8002743220)
csrss.exe (struct addr:fffffa80028056a0)
wininit.exe (struct addr:fffffa800239%aad0)
csrss.exe (struct addr:fffffa80028424e0)
services.exe (struct addr:fffffa800287b060)
lsass.exe (struct addr:fffffa8002aa5060)
lsm.exe (struct addr:fffffa8002aa6ab0)
svchost.exe (struct addr:fffffa8002b8e470)
svchost.exe (struct addr:fffffa8002bdd210)
svchost.exe (struct addr:fffffa8002bf6940)
winlogon.exe (struct addr:fffffa8002be7060)
winpeshl.exe (struct addr:fffffa8002bdf590)
setup.exe (struct addr:fffffa8002c60760)
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DRAKVUF Installation

A build and install DRAKVUF

cd drakvuf/

-vi
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DRAKVUF Demo

A V/MI process injection into Windows 7 x64
List guest OS processes
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DRAKVUF Demo

A V/MI process injection into Windows 7 x64

b = | Untitled - Paint
Home View

5| A v, g

Clipboard Image | Tools |Brushes Shapes
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DRAKVUF Demo

A Configure socketmon plugin (monitors the usage of TCP and
UPD sockets for Windows guests)

—get install python-construct python-pefile

clone https:// hub.com/moyix/pdbparse
pdbparse/
setup.py build
examples

chk.py -e tcpip.

parsg_pdb tcpip.pdb >
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DRAKVUF Demo

A Start monitoring the sockets
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DRAKVUF Demo

A Zepto ransomware

& Downloads

Recent Places

1€ Ci\Users\Kensho\Desktop\ HEL? instructions.html - Windows Internet Explorer

= Cof -
(2.8 D e IR I E)
@uNel < Favorites | s B Suggested Sites ] Web Sice Gallery
& C\Users\Kensho\ Desktop\_HELP instructions.html I S IR

eSS _+ $+|=
$8s_"

111 IMPORTANT INFORMATION 111!

Allof your files are encrypted with RSA-2048 and AES-128 ciphers.
More informati the RSA and AES can be found here:
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https://wiki.xenproject.org/wiki/Category:Xen_4.9

21 © Information Security Inc. All Rights Reserved. iSEc

information sccurity inc.



